World Journal of Innovation and Modern Technology, Vol. 8, Issue 5, (May)
I SSN 2682-5910

2025

DOI: 10.53469/wjimt.2025.08(05).11

Research on Big Data Privacy Protection
Mechanisms Based on Deep Learning and
Federated Learning

Yuheng Su

Data Science and Big Data Technology, Jimei University, Xiame 361021, Fujian, China

Abstract: In the era of data-driven artificial intelligence, the contradiction between privacy protection and data value
mining has become increasingly prominent. This paper systematically explores the technical system of privacy protection
within the integrated framework of deep learning and federated learning. It analyzes the implementation mechanisms of
core technologies such as differential privacy, homomorphic encryption, and secure multi-party computation, and reviews
cutting-edge directions including optimization of non-independent and identically distributed (Non-11D) data and defense
against adversarial attacks. By comparing application practices in typical scenarios such as healthcare and finance, the
paper reveals the "impossible trinity" dilemma of privacy-utility-efficiency and proposes future breakthrough directions
such as quantum-secure encryption and game-theoretic collaboration. Research indicates that the collaborative evolution
of technological fusion innovation and legal-ethical constraints will be the key path to constructing a trustworthy artificial
intelligence ecosystem.
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1. INTRODUCTION

In the current wave of digitalization sweeping the globe, data security has emerged as a critical issue that cannot be
ignored. IBM's "2023 Cost of a Data Breach Report" serves as a wake-up call, underscoring the gravity of data
breach risks. The report reveals that the average global cost of a single data breach incident has soared to $4.35
million, with the healthcare industry topping the list of data breach costs for 13 consecutive years. This stark reality
highlights the urgent need to strengthen data security protections [1]. Traditional privacy protection technologies,
such as k-anonymization and access control, were once highly anticipated. However, in the context of deep
learning model training, they have proven inadequate against emerging threats like membership inference attacks
and model inversion attacks. Membership inference attacks can determine whether specific data is present in the
training set, while model inversion attacks attempt to reconstruct training data from model outputs. For instance,
research by scholars such as Fredrikson demonstrated that attackers could reconstruct over 95% of original
training images through simple API queries to a face recognition model, placing users' privacy information at
significant risk. This underscores the urgent need to explore more advanced and effective privacy protection
technologies to address these challenges [2].

In an era where the contradiction between data privacy and value mining is becoming increasingly pronounced,
federated learning emerges as a beacon of hope, bringing new prospects to numerous fields. With its distributed
architecture of "data remains local while models move," federated learning skillfully resolves the dilemma
between data sharing and privacy protection. In this architecture, the local data of each participant remains on-site
without the need for centralized aggregation, effectively erecting a robust privacy barrier for the data and
mitigating the risk of data leakage. When combined with the powerful feature abstraction capabilities of deep
learning, federated learning shines brightly in scenarios with stringent data privacy requirements, such as medical
image analysis and financial risk control. In the healthcare sector, it aids doctors in precise image analysis,
enhancing the efficiency of disease diagnosis. In the financial domain, it assists institutions in accurately assessing
risks and safeguarding funds. Gartner's prediction further injects strong momentum into the development of
federated learning. By 2025, 60% of large enterprises are expected to adopt this technology, which will not only
propel the privacy computing market to exceed $20 billion but also reshape the data application ecosystem,
enabling data to fully unleash its value in a secure environment and bringing new opportunities and
transformations to various industries [3].

53



World Journal of Innovation and Modern Technology, Vol. 8, Issue 5, (May) 2025
I SSN 2682-5910

2. CORE TECHNICAL SYSTEM
2.1 Different Architectures

Participants in horizontal federated learning have samples from different groups but overlapping feature
dimensions. For example, e-commerce platforms in different regions. It is commonly used for cross-regional user
behavior analysis, such as chain supermarkets in different cities comprehensively analyzing consumer preferences.
The main privacy risk is gradient leakage. During training, participants upload gradient information to a central
server for aggregation. If maliciously obtained, attackers may reconstruct the original data through reverse
engineering, compromising user privacy; Participants in vertical federated learning have a large overlap in samples
but different feature spaces, such as banks and e-commerce platforms. It is widely applied in financial joint risk
control, enabling a more comprehensive assessment of customer credit risks. The key privacy risk is ID alignment
leakage. When determining common samples, if encryption or privacy protection is insufficient, users' identity
information may be exposed; Participants in federated transfer learning have different samples and features. It
constructs models for different domains by transferring knowledge, suitable for cross-domain knowledge transfer
scenarios such as medical image diagnosis and agricultural pest and disease identification. The main hidden danger
is the leakage of transfer parameters. If not properly protected during the transfer process, it may compromise the
privacy of data in the source or target domain [4].

2.2 Implementation Paths of Privacy-Enhancing Technologies

DP adds Laplacian noise during gradient updates to control the impact of a single data point modification on the
overall distribution. Google applied the DP-FedAvg algorithm in Gboard input method prediction, achieving a
small decrease in model accuracy while reasonably controlling the privacy budget [5]. HE uses the Paillier
semi-homomorphic algorithm to encrypt gradient aggregation. Tests on the Tencent medical federated platform
indicate that while encrypted communication increases training time, it effectively prevents data snooping [6].
MPC realizes collaborative computation among multiple parties through secret sharing protocols. Ant Group
adopted the SPDZ protocol in a joint anti-fraud model, significantly reducing computational overhead [7].

2.3 Practices of Trusted Execution Environments

In the current context where privacy computing and data security are receiving significant attention, trusted
execution environments (TEES) provide robust protection for sensitive computations, with Intel SGX technology
standing out. By creating a secure enclave, it completely isolates sensitive computation processes from the outside
world, akin to a "safe" for data and computation, preventing external malicious snooping and tampering. Actual
tests by Microsoft Azure Confidential Computing show that conducting model inference in an SGX environment
only increases latency by 15% but significantly reduces 90% of memory security vulnerabilities, effectively
safeguarding data security and computational efficiency. However, SGX is not without vulnerabilities, as it is
susceptible to side-channel attacks. Therefore, it is necessary to combine it with techniques such as obfuscated
execution to further enhance its defensive capabilities [8].

3. CUTTING-EDGE TECHNOLOGICAL PROGRESS

In the practice of federated learning, data often exhibits Non-I11D characteristics, leading to difficulties in model
convergence. The FedProx algorithm effectively reduces the deviation between clients' local updates and the
global model by introducing proximal terms to constrain the local update direction. In Non-I1ID scenarios, it
improves the convergence speed by 40%, significantly shortening training time. Personalized Federated Learning
(pFL) designs client-specific fine-tuning layers to address the differences in clients' data distributions, allowing
each client to adapt the global model to its specific needs [9]. Experiments on the CIFAR-10 dataset show that the
pFL model achieves an accuracy of 85.7%, 12.6 percentage points higher than traditional federated learning
methods, better adapting to heterogeneous data distributions while preserving data privacy.

By calculating the distance between clients' gradients and the group center, the Krum algorithm filters out
malicious gradients that deviate from the group. When the proportion of Byzantine faults is less than 50%, it can
effectively filter out malicious updates and maintain model effectiveness. Based on gradient similarity detection,
the FoolsGold algorithm analyzes the historical records of clients' gradient updates to accurately identify malicious
attackers disguised as normal clients. Experiments show that it achieves an identification accuracy of 98%, By
introducing perturbation noise into gradient updates, adversarial training interferes with the reconstruction ability
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of generative adversarial networks (GANS) on training data, reducing the peak signal-to-noise ratio (PSNR) of
reconstructed GAN images from 32.1dB to 24.7dB, effectively protecting data privacy. This technique only
transmits the top-k gradient elements with the largest absolute values, reducing communication volume by 80%
while suppressing the success rate of membership inference attacks from 78% to 41%, achieving a balance
between communication efficiency and privacy protection [11].

4, TYPICAL APPLICATION PRACTICES
4.1 Medical Joint Research

In the healthcare sector, the contradiction between data sharing and privacy protection has long existed, and
federated learning offers a new solution. Harvard Medical School collaborated with 20 hospitals to construct a
COVID-19 prediction federated model. Each hospital conducted model training locally and uploaded encrypted
gradient information to a central server for aggregation. This distributed training approach fully leverages the
value of multi-source medical data while strictly safeguarding patient privacy. The federated model performed
exceptionally well in COVID-19 prediction tasks, achieving an AUC (Area Under the Receiver Operating
Characteristic Curve) value of 0.91, providing strong support for epidemic prevention and control
decision-making. United Imaging Intelligence focused on cross-institutional CT image analysis, utilizing
homomorphic encryption technology to jointly process CT image data from different medical institutions in an
encrypted state. This technology allows computation without decryption, effectively avoiding data leakage risks.
In practical applications, United Imaging Intelligence's solution improved the F1-score (a comprehensive metric
considering precision and recall) of lesion detection by 17%, significantly enhancing doctors' efficiency and
accuracy in disease diagnosis and enabling earlier treatment for patients [12].

4.2 Financial Risk Control Innovation

The financial industry places high demands on data security and risk control capabilities, and federated learning
and other technologies have brought new development opportunities. China Merchants Bank's federated
anti-money laundering system integrates multi-party data resources and realizes cross-institutional risk
identification and early warning through federated learning algorithms. The system processes 3 million
transactions daily, conducting in-depth analysis of transaction data while ensuring data privacy and accurately
identifying potential money laundering activities. Compared with traditional anti-money laundering systems, it
reduces the false positive rate to 0.03%, greatly reducing the workload of manual review and improving risk
control efficiency. SWIFT's cross-border payment network introduced zero-knowledge proof technology, which
verifies the legitimacy of cross-border payment transactions without disclosing specific transaction details,
shortening the verification time to the millisecond level, significantly enhancing payment speed while ensuring
payment security and optimizing the user experience [13].

4.3 Smart Car Upgrades

Tesla achieved continuous updates and optimization of its Autopilot system through edge federated learning. With
1 million Tesla vehicles worldwide serving as data collection and training nodes, they train models locally using
data generated during driving. The entire training process takes less than 2 hours, significantly shortening the
model iteration cycle. To protect user privacy, Tesla adopted model differential privacy technology, adding noise
during model training to make the impact of a single user's trajectory data on the overall model controllable,
reducing the risk of user trajectory data leakage by 89% and providing users with a safer and more reliable
intelligent driving experience [14].

5. FUTURE RESEARCH DIRECTIONS
5.1 Technological Fusion Innovation

The deep integration of blockchain and federated learning will reshape the trust mechanism of distributed machine
learning. Leveraging the immutability and automatic execution features of Ethereum smart contracts, it can
accurately quantify the contributions of each participant in federated learning model training. For example, by
recording indicators such as the quality of gradient information uploaded by each participant and the scale of their
data, it can automatically allocate rewards based on preset rules, incentivizing all parties to actively participate.
Filecoin's storage proof technology provides guarantees for the auditability of models. It encrypts and stores key
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data during model training, such as intermediate gradients and model versions, in a distributed network and
generates verifiable storage proofs. Any regulatory authority or participant can verify the storage proof to trace the
complete process of model training, ensuring the fairness and transparency of the model and effectively preventing
data tampering and model cheating. With the rapid development of quantum computing technology, traditional
encryption algorithms face the risk of being cracked. The feasibility of the CLAPS protocol verified by Google's
quantum team on a 20-qubit system opens up new paths for data security protection in federated learning.
Quantum homomorphic encryption utilizes the principles of quantum mechanics to perform complex
mathematical operations on data in an encrypted state, obtaining the same results as operations on plaintext
without decryption. This not only solves the privacy protection problem in federated learning but also maintains
strong security in the quantum computing environment, providing solid security guarantees for large-scale and
highly sensitive federated learning applications in the future [15].

5.2 Theoretical Breakthrough Directions

Most current privacy protection technologies rely on empirical parameters and lack scientific quantification
standards. A privacy leakage quantification framework based on the information bottleneck theory will delve into
the information flow patterns of data during federated learning and precisely quantify the degree of privacy
leakage through mathematical models. For example, by analyzing the information associations between original
data, gradient information, and model parameters during model training, it can set reasonable privacy leakage
thresholds and provide theoretical bases for formulating privacy protection strategies. The Shapley value is a
classic method for measuring participants’ contributions, but it faces problems such as high computational
complexity and difficulty in adapting to dynamic environments in federated learning. Improved algorithms will
introduce dynamic weight adjustment mechanisms to update Shapley values in real-time based on participants'
contribution changes at different training stages, achieving fine-grained contribution allocation and more
accurately reflecting the value of each participant [16].

5.3 Social Collaborative Governance

The data trust system establishes an independent trust institution to manage the use and sharing of data on behalf of
data owners. This institution will formulate strict data usage rules and privacy protection standards, supervise the
legal use of data in federated learning, balance the relationship between data sharing and privacy protection, and
promote the reasonable circulation and value mining of data. Open-source detection toolkits such as the IBM
Adversarial Robustness Toolbox will provide standardized means for the security and reliability testing of
federated learning systems. They integrate multiple detection algorithms and models to conduct comprehensive
security assessments of federated learning systems, including adversarial attack detection and privacy leakage risk
analysis, helping developers and regulators promptly identify and address potential security issues [17].

6. CONCLUSION

This paper systematically demonstrates how the synergistic innovation of deep learning and federated learning is
reshaping the paradigm of privacy protection. Technological development exhibits three major trends: evolving
from static protection to dynamic game theory, transitioning from single-point breakthroughs to systematic
defense, and extending from technological autonomy to legal synergy. In the future, continuous breakthroughs are
needed in areas such as cryptographic foundational theories, heterogeneous system engineering, and ethical
assessment frameworks to ultimately construct an intelligent ecosystem where "data is available but not visible,
and models are shared without leakage."
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